NHOPOPMAIIMOHHAA ITAMATKA
JJIA OBYYAIOLIUXCA

C KaXXJIbIM TOJOM MOJIOJACKHU B HWHTCPHCTC CTAHOBUTLCA 6OJIBHIC, a
MKOJbHUKKM OJHH K3 CaMbIX AKTHBHBIX MOJIb30BaTENeH PYHGTa. MC)KIIy TCM,
IIOMHMO OI'POMHOI'0O KOJIMYCCTBA BO3MO}KHOCTCI>'I, HHTCPHCT HCCCT U HpO6JIeMI>I.
OTa namsaTKa JOJDKHA ITIOMOYb TeOe Oe301macHo HaXOIUTHCA B CCTH.

KoMmnbroTepHbie BUPYChI

Komnvromepuwiii 6upyc - 3T0 pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTPAMM,
OTIIMYUTENIBHON OCOOEHHOCThIO KOTOPOU SIBISIETCS CIIOCOOHOCTh K Pa3MHOKEHHIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT HOBPEAUTH WUJIM MOJHOCTHIO YHUUTOXXUTh
Bce (haiiybl U JaHHBIE, TOJKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHU KOTOPOTo ObLIa
3allylieHa 3apakeHHas MPOrpaMMa, a TaKKe MOBPEAUTh WIHM JaKe YHHYTOXUTH
OIEPaIOHHYIO CUCTEMY CcO BceMH (aiizamu B 1eJoM. B OOJIbLIIMHCTBE ciy4yaeB
pacmpoCTPaHSIIOTCS BUPYCHI Uepe3 HHTEPHET.

Memoowl 3awumul om 6pe0OHOCHBIX NPOSPAMM.

l. HCHOHBSYI?I COBPCMCHHBIC OIICPAIMOHHBIC CUCTCMbI, UMCIOIITHC CCpBGSHLIﬁ
YPOBCHB 3allIUTHI OT BPCAOHOCHLIX ITPOI'paMM;

2. [TocTostHHO ycTaHaBNMBAi MauTH (LUGPOBHIE 3aIIATKH, KOTOPHIC
aBTOMATHYECKH YCTAHABIMBAIOTCS C IIETBI0 JOPAOOTKH MIPOTPAMMBI) U APYTHE
OOHOBJICHHS CBOEH OmnepalMoHHON cucTeMbl. CkaunBail UX TOJBKO C
odurmanpHoro caira pazpadorunka OC. Eciu cymiecTByeT pexxum
aBTOMATHYECKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. PaGoTaii Ha cBOeM KOMMBIOTEPE MO TpaBaMu MOJIb30BaTENS, a HE
aJIMUHUCTPATOPa. DTO HE MO3BOJIUT OONBIIMHCTBY BPEJOHOCHBIX MPOTpaMM
WHCTAJUIAPOBATHCA HA TBOEM NIEPCOHAIILHOM KOMITBIOTEPE;

4. Vicnonps3yii aHTUBUPYCHBIC TPOTPAMMHBIC MPOAYKTHI H3BECTHBIX
IIPOM3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

5. Orpaanub PU3NYECKUN JOCTYI K KOMIBIOTEPY JUTsl TOCTOPOHHUX JIHII,

6. Ucnionb3yil BHENIHUE HOCUTENU MHGOPMALINH, TaKKE KaK (iellika, TUCK WIIn
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB,;

7. He oTKpbIBail KOMIIBIOTEpHBIE (Paiiiibl, MOJYUYECHHbBIE U3 HEHAIEKHBIX
UCTOYHUKOB. J{axe Te (ailibl, KOTOpble Mpucial TBOM 3HaKOMbIH. JIydie yTounu
y HET0, OTIPABJISUI JIU OH TeOE uX.



Ceru WI-FI

Wi-Fi - 310 He BU Mepeaaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIL OPEHI,
mapka. Eme B 1991 romy HumepmaHackas KOMIAHUS 3aperHCTPUpOBaa OpEHI
"WECA", uro o6o3nagano cnoBocoueranue "Wireless Fidelity”, xotopsrit
MepeBOIUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hailero BpeMeHH JIoluia apyras abbpeBuarypa, KoTopas sBJIsSIeTCs] TaKON
e TexHosorue. Ito abbpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLIO NaHO C
HAMEKOM Ha CTaHJApT BbICIIEH 3BykoBouW TexHuku Hi-Fi, yto B mepeBoxe
03HayaeT ""BbICOKAsi TOYHOCTH'.

Ja, OecryaTHBIM MHTEPHET-AOCTYN B Kade, OTeNsIX U a3ponopTax sBISIETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOrMe 3KCIepTsl CUMTAIOT,
yTo o0menoctynusie Wi-Fi ceTu He aBistoTCS O€30MaCHBIMU.

Cosembl no 6ezonacnocmu pabomsi 6 obwedocmyntuix cemsix Wi-fi:

1. He mepenagaii cBoto uuHyto nHGopMaiuio yepes oomenoctymnusie Wi-Fi ceTu.
PaGoTas B HUX, KeTaTeIbHO HE BBOAUTH MAPOJIH JIOCTYTIA, JOTUHBI M KAKHE-TO
HOMeEpa;

2. Ucnionb3yit 1 OOHOBIISI aHTUBUPYCHBIE IPOrpamMMBbl U OpanaMayep. TeM cambiM
ThI 00€30MaculIb ce0sl OT 3aKaUKH BUpyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnonw3oBanuu Wi-Fi otkimoun pynkuuto "O0muii qoctyn K aitsiam u
npuntepam". JlaHHas QyHKIUS 3aKpBITA [0 YMOJYaHHIO, OJHAKO HEKOTOPhIE
MOJIb30BATENHN AKTUBUPYIOT €€ JIJIsl y1I00CTBA UCIOJIb30BaHMs B paboTe Win yueoe;

4. He ucnions3yit myonmunasii WI-FI mys nmepenayun TMYHBIX JaHHBIX, HATPUMED
JUUISL BBIXOJIa B COLMANIBHBIE CETU WIIA B AJIEKTPOHHYIO MOYTY;

5. Wcnonw3yit Tosbko 3amuineHHoe coeauuenue uepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBOAM UMEHHO "https://";

6. B moOmisHOM Tenedone otkimoun pynkiuto "Tlonkmouenne k Wi-Fi
apTomMaTnuecku'. He momyckail aBTOMaTH4YECKOTO MOIKIIOUECHUS YCTPOUCTBA K
cersim Wi-Fi 6e3 TBoero cormnacus.

CouunajbHble CeTH

CoumasibHbI€ CETH aKTUBHO BXOJIAT B HAIIly KW3Hb, MHOTHE JIFOJU PadOTaIOT
U KUBYT TaM TMOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIJIITHAP]T YETOBEK,
YTO SIBJIACTCSI OJHOM CeIbMOM BCeX JKUTEJIEH MIaHeThbl. MHOIue MoJjb30BaTeIn HE
MOHUMAIOT, YTO WH(OpMaIMs, pa3MelleHHas UMH B COIMAJIBHBIX CETSIX, MOXET
ObITh HalJeHAa W WMCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE HE 005S3aTeIbHO C
0JIaruMy HaMEpEHHUSIMHU.



OcHogsnble cogemul no 6e30nacHocmu 8 COUUATIbHbLX cemix.

1. Orpanuub CHUCOK Apy3eil. Y TeOs B APY3bAX HE JODKHO OBITh CIIyYalHBIX U
HE3HAKOMBIX JIFOICH;

2. 3amuinaii cBOO YacTHYIO kU3Hb. He ykasbiBail maposu, TenaedoHsl, aapeca,
JaTy TBOETO POXKJICHUS U JPYTYIO JINYHYIO HH(DOpMaIuio. 3II0yMBIIIICHHUKH
MOTYT MCIIOJIb30BaTh J1a’ke MH(POPMAIUIO O TOM, KaK Thl U TBOU POJUTEIH
IJIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amuiai CBOI pemyTaIuio - KU €€ B YUCTOTE M 3aj1aBail cebe BOIpoc:
XO0TeJ OBl ThI, YTOOBI IPYTHE MTOJTH30BATEH BUACIH, YTO ThI 3arpy’Kaeiib?
[Toxymaii, mpexk e 4eM 4To-TO OMyOJIMKOBaTh, HAIIMCATh U 3arPY3UTh;

4. Ecny Tl TOBOPHIIB C JIFOJABMU, KOTOPBIX HE 3HACIIb, HE UCIIOIB3YH CBOE
peanbHOE UM U JPYTYIO JUUHYI0 HHPOPMALIMU: UMSI, MECTO JKUTEJIbCTBA, MECTO
y4eObl U poUee;

5. N36eraii pazmemienus hororpaduii B UnTepHeTe, T11e Thl H300pakeH Ha
MECTHOCTH, IT0 KOTOPO¥ MOKHO OIIPECITUTh TBO€ MECTOTIOJIOKCHHE;

6. [Ipu peructpaiyiv B COUAIBLHON CETH HEOOXOIMMO UCIIOJIb30BaTh CII0KHbBIC
NapoJiv, CoCTosUME U3 OYKB U U(P U C KOJIMYECTBOM 3HAKOB HE MEHEeE §;

7. 71t conManbHOM CeTH, TTOYTHI U APYTUX CAHTOB HEOOXOIUMO UCIOJIb30BATh
passble napoiu. Torna ecnu Te0st B3IOMAKOT, TO 3JI0YMBIIUIEHHUKHU MOJIy4aT
JIOCTYII TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHDbIE ICHbI' |

OnekmpoHHble OeHbeu - ITO OYEHb YIOOHBIM CMOCOO TIaTeX e, OJHAKO
CYIIIECTBYIOT MOIIICHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TH JICHbTH.

9J’ICKTpOHHBIC JCHBI'U ITOABHUJIMCH COBCEM HCAAaBHO M UMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCyaapCTBax J0 CUX IMOP HEC ITPOITMCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (QYHKITMOHUPYIOT U O HUX YK€ MPOIMKMCAHO B 3aKOHE, TJIC
WX pa3ACisaoT Ha HECKOJIPKO BHIOB - aHOHMMHBIC M HE aHOHHMMHBIC. Pa3Huiia B
TOM, YTO aHOHMMHBIC - 3TO T€, B KOTOPBIX pa3pelracTcs MPOBOAUTE ONEpari 0e3
UJISHTH(PUKAIINY ITOJIB30BaTENs, a B HCAHOHUMHBIX WJICHTH(UKAIUS TI0JIb30BaTEIIS
SIBJISIETCS 0053aTEIHHOMN.

Taxxe cremyer pa3nuuyaTh OJIEKTPOHHBIE (pUATHBIE JEHbIM (paBHBI
rOCyJapCTBEHHBbIM BaJIOTaM) M JJIEKTPOHHbIE He(dUATHBIE JEHBI'M (HE paBHbBI
rOCyJ1apCTBEHHBIM BAIIOTaM).



OcHnognule cosemul no 6e30nacHoll pa60me C 9JIEKMPOHHbIMU oenbeamu:

1. [IpuBsiku K cueTy MOOMJIBHBIN TenedoH. ITO caMblid yIOOHBIN U OBICTPBII
crioco0 BOCCTAaHOBUTH JOCTYI K cueTy. [IpuBsizanublii TeneoH TOMOXKET, €CIIU
3a0y/IelIb CBOM TUIaTEKHBIN MapOoJb WK 3aiIeIb Ha CAUT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonw3yit onHopazoBele mapoiu. [locie nepexoia Ha yCUIICHHYIO
aBTOpU3AIMIO TeOE yKe He OYJIeT YrpoKaTh OMaCHOCTh KPaKU WUJTU TIepexBaTa
IJIATEKHOTO MapOJIs;

3. BeiGepu croxubIit mapois. [Ipectymaukam OyaeT He MPOCTO yraaaTh CIOKHBIN
naposib. Hape:xHple mapomu - 3To Maposiu, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB
Y BKJIIOYAIOT B C€0sl CTPOYHBIE U MIPOIMUCHBIE OYKBBI, TU(PBHI U HECKOJIBKO
CHUMBOJIOB, TaKHE KaK 3HAK Jojuiapa, GyHTa, BOCKJIUIATEIbHbIN 3HAK U T.II.
Hanpumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE JTOBEPSIEIIb.
JJIEKTPOHHAA M0YTA

INneKkmpoHHas nouma - 3TO TEXHOJOTHUS U MPEAOCTABIISIEMbIE €10 YCIYTH IO
MEePEChUIKE U MOJYYCHUIO JIEKTPOHHBIX COOOIIEHUHN, KOTOPhIE paclpeessioTCs B
KOMIMBIOTEpHOU ceTh. OOBIYHO DJCKTPOHHBIH TIOYTOBBIM SIIUK BBITJISJIAT
CIICAYIOIIMM 00pa30oM: UMs_TIOJIb30BaTesI(@uUMs_JIoMeHa. Takxke KpoMe rnepenadn
MPOCTOT0 TEKCTa, UMEETCS BO3MOXKHOCTh NIepeiaBaTh (hauibl.

OcHogHble cosembl no 6e30NACHOU pabome ¢ INeKMPOHHOU HOYMOLL:

1. Hamo BeIOpaTh MpaBUIIbHBIN TTOYTOBLIN cepBHC. B MHTEpHETE €CTh OTrPOMHBIIA
BBIOOp O€CIIaTHBIX MTOYTOBBIX CEPBUCOB, OJTHAKO JIYYIIIE IOBEPATH TEM, KOTO
3HACIIb U KTO MEPBBIM B PEUTHUHTE;

2. He yka3biBail B 1MUHOM NouTe JIMUHYI0 HH(opManuto. Hanpumep, mydie
BbIOpaTh "My3bIKanbHbIN _ (panat@" wium "pox2013" Bmecto "temal3";

3. Mcnonp3yil ABYXATANHYIO aBTOPU3AIMIO. ITO KOT/Ia IOMUMO MapoJisd HY>KHO
BBOJUTH KOJ, MPUChLIaeMblii 0 SMS;

4. Be1Oepu CIOXKHBIN TTaposib. J{J1s KaXkK10r0 OYTOBOTO SIIITUKA JTOJKEH OBITh CBOM
HAJIC)KHBIM, YCTOWYMUBBIN K B3JIOMY I1apOJIb;

5. Eciin ecTb BO3MOXKHOCTB HaIMCaTh CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIb3YH
ATy BO3MOXHOCTb;

6. Mcrionb3yil HECKOJIBKO MOYTOBBIX SUIMKOB. IIepBBIii 17151 4ACTHON NEPEMUCKHU C
azpecaTaMy, KOTOPBIM Thl JOBEPSIEIIb. DTO AIEKTPOHHBIN aJpec HE HA0
UCIOJIb30BaTh NPU PETUCTPALIMU Ha (GOpyMax U caiTax;



7. He oTkpsiBait (hailibl U Apyrue BIOKEHUS B MUChMaX, JaXKe €CIU OHU MPUIILIA
OT TBOUX Jipy3el. Jlydle yTouHH y HUX, OTIPABIISIIN JIM OHU TeOe 3TH (hailibl;

8. ITociie okoHYaHUs pabOTHI HA TOYTOBOM CEPBUCE MEPE]T 3aKPHITUEM BKJIAJKHU C
caiiToM He 3a0yJp HaxXaTh Ha "Beiidtn".

Ku6epOy1iimHr WM BUPTyaibHOE U3/1€BATEIbCTBO

Kubepbynnune -  mpecineqoBaHUE€ — COOOIICHUSMH,  COJCpPKAIIUMHU
OCKOpOJICHMSI, arpeccuro, 3aIyTUBaHNUE; XYJTUTAHCTRBO; COLIMAILHOE
OOHWKOTHPOBAHUE C TIOMOIILIO PA3IMIHBIX HHTEPHET-CEPBHUCOB.

OcHognble cogembl no bopvoe ¢ KubepOYINIUHSOM.

1. He Opocaiicsa B 60i. JIyuiuii cioco0: mOCOBETOBATHCS KaK ce0sl BECTH U, €CITU
HET TOT0, K KOMY MOYKHO OOpaTUThCS, TO BHaYaje YCIIOKOUThLCSA. Eciii Thl HauHeIlIb
OTBEYaTh OCKOPOJICHUSIMH Ha OCKOPOJIEHHUS, TO TOJIBKO €I11€ OOJIBIIE Pa30XIKEIIb
KOH(JIUKT;

2. Ynpapnsii cBoel kubeppermyTauuei;

3. AHOHMMHOCTb B CETU MHUMas. CYIHGCTBYIOT CITOCOOBI BBISICHUTB, KTO CTOHT 3a
AHOHHUMHBIM dKKayHTOM;

4. He ctouT BecTu XyJIUTaHCKUN 00pa3 BUPTyaIbHOM ku3HU. IHTEpHET
(buKCUpYyeT BCE TBOM JACUCTBUS U COXPAHIET UX. Y JAIUTh UX OyJeT KpaiiHe
3aTPYAHUTEIIBHO;

5. Cobiroail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. UrHopupyit enuHUYHBIN HeraThB. OHOPA30BbIE OCKOPOUTEIBHBIE COOOIICHNUS
Jydiiie irHopupoBaTh. OOBIYHO arpeccus MpeKkpaliaeTcss Ha Ha4yaalbHOW CTauu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMU, B
COIMAJIBHBIX CETSIX €CTh BOBMOKHOCTH OJIOKUPOBKU OTIPABKU COOOIICHUH C
OMpEICICHHBIX aJPECOB;

8. Ecnu TbI cBUAETENh KNOEPOYsUIMHTa. TBOM NEUCTBUSA: BHICTYIIUTH IPOTUB
IpeciaeaoBaTeNs, IOKa3aTh EMY, UTO €ro IEMCTBHS OLIEHUBAKOTCSI HETAaTUBHO,
NOJJIEPKaTh KEPTBY, KOTOPOU HyKHA NICUXOJOTUYECKas TOMOILb, COOOLTUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoouabHbIi TesaedoH

CoBpemeHnHbIe cMapT(OHBI U MJIAHIIETHI COIEPKAT B ceOe BIOJHE B3POCIIbIN
byHKIIMOHAT, W Temepb OHM MOTYT KOHKYPHpPOBaTh CO CTal[MOHAPHBIMU
KoMmmnbioTepamMu. OTHAKO, CPEJCTB 3aIUTHI ISl OJJOOHBIX YCTPOUCTB MOKa OYEHb
Masio. TecTupoBaHME€ W TIOMCK YSI3BUMOCTEHd B HHUX IPOUCXOAUT HE TakK
WHTEHCUBHO, Kak 1yt [1K, To jxe camoe kacaeTcst 1 MOOMITBbHBIX TPUITOKCHHM.



CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MNPaKkTUYeCKH JOTHAIH
HACTOJIbHBIC AHAJIOTH, OJIHAKO pacliupeHue (yHKIMOHANA BJEYET 3a COOOM
OOJIBIIYIO CIIO)KHOCTb Y MEHBIIYIO 3aIUIIEHHOCTD.

Jlanexko He Bce MPOU3BOAMUTEIM BBIMTYCKAIOT OOHOBJIEHUSA, 3aKPBIBAIOIINE
KPUTUYECKUEYS3BUMOCTH JIJI1 CBOUX YCTPOMCTB.

OcHognble cosembl 0151 0€30NACHOCMU MOOUTLHO20 melepoHa.

Huyero He siBiIsieTCA MO-HACTOSILIEMY O€CIUIaTHBIM. byib OCTOPOXEH, BEAb
Korja tede mpeararT OecIylaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KaKHe-
TO IUIATHBIE YCIIYTH;

Hymaii, npexe ueM otnpaButh SMS, ¢hoTo unu Bujeo. Thl TOUHO 3HAEIIb,
rJe oH’ OyJIyT B KOHEUHOM UTOTE?

Heo6xoa1mo 0OHOBIIATH OMEPAIMOHHYIO CUCTEMY TBOEro cMapThOHa;
Hcrnonb3yilt aHTUBUPYCHBIE TTPOTPAMMBI JUIsl MOOUJIBHBIX TEIE(POHOB;

He 3arpy>1<aﬁ IMPHUIIOKCHUA OT HCU3BCCTHOT'O NICTOYHUKA, BCIb OHN MOT'YT
COACPKATb BPCAOHOCHOC IIPOIrPaMMHOC O6€CH€“I€HI/I€;

[Tocne Toro kak Thl BRIMAEIIB C CaliTa, I7I€ BBOJIWI JINYHYIO UH(OPMALHIO,
3aiiIi B HACTPOMKHU Opay3epa u ynamu cookies;

[Teprnoanyecku nmpoBepsii, KAKAE IIIATHBIE YCIYTH AKTUBUPOBAHbI HA TBOEM
HOMEpE;

JlaBaii cBOit HOMEp MOOMIIBHOTO TeeOoHa TOIBKO JIIOSIM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSCIIIb;

Bluetooth momken ObITH BRIKITIOUEH, KOT/Ia ThI UM HE TIOJIB3yenbes. He
3a0bIBall MHOTJIA TIPOBEPATH ITO.

Online urpsbi

Coepemennvie  oHnatiH-uepvbl - OTO  KPACOYHBIE, 3aXBaThIBAIOLIUEC
pa3BiieueHus, OOBEIUHSAIONINE COTHU THICSY YEJIOBEK MO Bcemy Mmupy. Urpoku
UCCJENYIOT JaHHBIA UM MHUp, OOIIAIOTCSA IPYr C JIPYroM, BBIMOJHAIOT 3aJlaHus,
CPAKAlOTCSI C MOHCTPAMHM W TOJY4YarOT ONBIT. 32 YIOBOJBCTBUE OHM ILIATAT:
MOKYMNAaroT JUCK, OTNIAYUBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIILIMH.

Bce 3T cpeacTBa uayT Ha OAIEpKaHUE U Pa3BUTHE UTPHI, a TAKXKE HA caMmy
0€30MacCHOCTh: COBEPILICHCTBYIOTCS CUCTEMBI aBTOPU3AIIMU, BHIITYCKAIOTCS HOBBIC
natyu (MuQpoBbIe 3aMIaTKU TSl IPOTPAMM ), 3aKPBIBAOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX urpax CTOUT OIllaCaTbCd HE CTOJbKO CBOUX COIICPHUKOB,
CKOJIbKO Kpa’Xu TBOCTO IIapoOJisi, Ha KOTOPOM OCHOBaHa CHUCTECMa aBTOPpHU3allNN
OOJBIIMHCTBA urp.



OcHognble cogemul no 6e30naAcHOCmuU ME0e20 uepoeoco akkaynma.

1. Eciu npyroit urpok BeaeT cedsi miIoXo WM CO3/1aeT Te0e HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

2. Homanyﬁca AJIMHUHHUCTPATOPAM HUI'PBI HA IIJIOXOC ITIOBCACHUC 3TOT'0 UT'POKaA,
JKCJIATCIIbHO IMPUIIOKUTb KaKUC-TO J0KA3aTCJIbCTBA B BUJIC CKPHUHOB,

3. He yka3biBaii tnunyro nHGOpMaIKio B ipodaiiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranasnuBaii HeopuImaabHbIC TATIYU U MOJIBI;

6. Mcrionp3yil ClOKHBIE U Pa3HBIE APOJIH;

7. Jaxxe BO BpeMs UTpbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [1oka Thl Urpaenib, TBON
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIHHT WA Kpaika JINYHbIX JaHHbIX

OObIYHOM Kpakel JEeHEr U JOKYMEHTOB CETOJIHSl YK€ HHUKOIO HE yIHBHIIIb,
HO C pPa3BUTHEM MHTEPHET-TEXHOJOTUN 3J0YMBIILIEHHUKN TEPEMECTUIIUCH B
UHTEPHET, U MPOJIOJLKAIOT 3aHUMATHCA " MIOOMMBIM" JIEIOM.

Tak mosiBUIach HOBas yrposa: MHTEPHET-MOIICHHWYECTBA WM (DUIIUHT,
rJIaBHas 11€Jb KOTOPOTO COCTOUT B TMOJYyYEHUU KOHQPUIACHITUATHHBIX JaHHBIX
MOJIb30BATENICH - JJOTMHOB U maposeil. Ha anrnuiickom s3eike phishing unrtaercs
kak ummHr (0T fishing - peiOHas j0BIs, password - mapoJnb).

OcHogHble cosembl no bopvoe ¢ huwuneom:

1. Cnenu 3a cBouM akkayHTOM. Eciii Thl oJ103peBaeliib, 4TO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBATh €€ U COOOIIUTH aIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Vcnonb3yit 6e301acHbie BEO-CalThl, B TOM YHCJI€, UHTEPHET-Mara3uHoB U
TIOMCKOBBIX CHCTEM;

3. Mcnonb3yii CiIoXKHbBIE U pa3Hble Mapoiu. Takum oOpa3oMm, eciid TeOs B3JIOMAIoT,
TO 3JI0YMBINIJIEHHUKH MOJTy4YaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPOQUITIO B CETH,
a HE KO BCEM;

4. Ecnu Te6st B3IOMaNI, TO HEOOXOIUMO MPEYIPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBJICHBI y T€OsI B APY3bIX, O TOM, YTO T€Os B3JIIOMAJIA U, BO3MOXKHO,
OT TBOETO UMEHH OyIET PACCHUIATHCS CIIaM U CCHUIKM Ha (PUIITMHTOBHIE CANTHI;

5. YcranoBu HagexHbii napoiib (PIN) Ha MoOUIIbHBIN Tene]oH;

6. OTKIIIOUM COXpaHEHUe NapoJisi B Opaysepe;



7. He oTkpsiBait (hailibl U Apyrue BIOKEHUS B MUChMaX, JaXKe €CIU OHU MPUIILIA
OT TBOUX Jipy3ei. JIydle yTouHH y HUX, OTIPABIISUIN JIM OHU TeOe 3TU (DailiIbl.

Hudposas penyrauus

Lugpposas penymayus - 3TO HeTaTHUBHAs WIN TO3UTUBHAs WH(pOpMAIUS B
cetu o tebe. Kommpomerupyromiass uHbopMaiusi, pa3MeIieHHas B WHTEpHETE,
MOJKET Cepbe3HBIM 00pa3oM OTpa3uThcs Ha TBOeH peanbHON ku3HU. "Ludposas
permyTanusa" - 3TO TBOH UMUK, KOTOPBIH (popmupyetcst u3 uHpopmaiuu o tede B
UHTEpPHETE.

TBoe MecTo IKUTENbCTBA, Yy4e€Obl, TBOE (PUHAHCOBOE TIOJOKCHHE,
OCOOEHHOCTH XapaKTepa U pacCcKasbl O OJIM3KUX - BCE ITO HAKAILJIMBACTCS B CETH.

MHorue MmOAPOCTKU JIETKOMBICICHHO OTHOCATCA K IMyONUKalUW JIMYHOU
uHpopMaiuu B MHTepHETE, HE MOHMMAasl BO3MOXKHBIX nocieAcTBuil. Thl naxe He
CMOXKeIIb IorafaTbcsi 0 TOM, 4To ¢ororpadusi, pa3melleHHas 5 JeT Ha3al, cTajia
NPUYUHON OTKAa3a MPUHATH T€0S Ha paloTy.

KommeHTapuu, pazmenieHue TBoux Gpotorpaguii u gpyrue I1eicTBUsS MOTYT
HE HMCYE3HYTh JaXK€ II0CIE TOrO, KaK Thl HMX YyJAJIWMIb. bl HE 3HACWIb, KTO
COXpaHWJ ATy HH(OpMalMIO, ToNaja JU OHa B IIOMCKOBBIE CHCTEMBI U
COXpaHWIAach JU OHA, a TJAaBHOE: YTO MOAYMAaIOT O TeOe OKpYKaIoIIUE JIOJH,
KOTOpbIE HAWIYT U YBUAAT 3T0. HaliTu nH(OpMaIMio MHOTO JIET CITYyCTSI CMOMKET
100011 - KaK U3 100pbIX TOOYXKACHUM, TaK U C HAMEPEHUEM IPUUYUHUTH Bpea. ITO
MOXET OBITh KTO YTOJHO.

OcHosHble cogembl no 3auume Yu@dposol penymayuu.:

1. [Togymaii, mpesxie 4eM 4To-TO MyOJIMKOBATh U TIEpeiaBaTh y ce0s B OJiore Wi B
COIIMAJIbHOM CETH;

2. B HacTpoiikax npo¢uiist yCTAHOBU OTPaHUYEHUSI Ha IPOCMOTP TBOETr0 MpouIs
U €ro COJAEPKUMOTO0, CAETIal ero TOIbKO "W npy3en";

3. He pa3Memait u He yka3biBail HH(OPMAIUIO, KOTOPast MOKET KOTr0-1100
OCKOPOJISTH WJIH OOMXKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IIKOJRHUKH - AaKTHUBHBIE TOJB30BaTed  ITU(GPOBOTO
npoctpancTBa. OAHAKO JAleKO HE BCE 3HAIOT, YTO TMOJb30BAHME MHOTUMU
BO3MOXKHOCTSIMH  Iu(ppoBOro  Mupa TpebyeT coOmoAcHUs TpaB  Ha
MHTEIJICKTYyalIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEIUIEKTyalbHAass COOCTBEHHOCThH' OTHOCHUTCS K pPa3IAYHBIM
TBOPEHUSIM YEJIOBEYECKOIO0 yMa, HAayMHasi C HOBBIX H300pPETeHHl W 3HAKOB,



0003HaYaIOMUX COOCTBEHHOCTh HAa MPOMYKTHI U YCIYTH, U 3aKaHYMBAs KHUTAMH,
dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU ITPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO NpaBa Ha MHTEIUIEKTYaJIbHYIO COOCTBEHHOCTH Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPBI U UCKYCCTBA. ABTOPCKHUE IIPaBa BBICTYIIAIOT B
KayecTBE TapaHTUU TOTIO, YTO HMHTEUIEKTYyaJIbHBIN/TBOPUYECKUI TPYyJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeJJIMBbIE BO3MOXKHOCTH 3apaboTarh Ha
pe3ysibTaTax CBOEro TpyAd, MOJYYUTh W3BECTHOCTh M mpu3HaHue. Hukrto 0Oe3
paspelIeHuss aBTOpa HE  MOXET BOCIPOU3BOJWTH €0  IPOU3BEICHMUE,
pacnpocTpaHsiTh, NyOJUYHO JEMOHCTPHPOBATh, IPOJABaTh, HWMIIOPTUPOBATH,
IycKaTb B IPOKAaT, MyOJUYHO HUCIIOJNHATH, IOKa3bIBATh/UCIOJHATE B 3QUpPE WIH
pasmemats B MHTEpHETE.

Ucnonp3zoBanne '"mupaTckoro" MOpOrpaMMHOrO  OOECIEUEHUSI MOXKET
NPUBECTM K MHOTMM pHUCKaM: OT MOTEpPU AaHHBIX K TBOMM aKKayHTaMm JO
OJIOKUPOBKHM TBOETO YCTPOMCTBA, IJie YCTAaHOBJIEHA HeleraibHas mporpamma. He
CTOUT TaKKe 3a0bIBaTh, UTO CYHIECTBYIOT JETAIbHBIE U OECIJIaTHBIE MPOTPAMMBI,
KOTOPBIE MOKHO HAaWTH B CETH.

O nopraJe

CeteBu4OK.p( - TBOI IJIaBHBIN COBETUUK B CETH. 37€Ch Thl MOXKEIIIb Y3HATh
0 0€30MacHOCTH B CETU MOHSITHBIM U JIOCTYITHBIM SI3bIKOM, a TP BOSHUKHOBEHUU
KPUTHUYECKON CUTYaIIMH OOPATUTHCS 32 COBETOM. A TaK)Xe MPUHATH YYaCTHE B
KOHKYypCax U CTaTh CaMbIM IIU(PPOBBIM rpaxkJaHUHOM !



